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Concept of Operations (CONOPS)
1. SCOPE
This document describes the desired characteristics of the future “to be” Tsunami Portal from the user’s (i.e., functional) viewpoint. The sections below identify the proposed Tsunami Portal, provide a document overview, and provide a brief overview of the system.
1.1 Identification
The proposed Tsunami Portal will provide a single authoritative source for Tsunami events as reported by the West Coast and Alaska Tsunami Warning Center (WCATWC) and the Pacific Tsunami Center (PTWC). Furthermore, the Tsunami Portal will serve as a single “one stop” shopping clearing house for NOAA Tsunami information.
1.2 Document Overview
The Tsunami Portal ConOps serves as a vehicle to communicate the high-level/functional system characteristics of the envisioned portal system to the users, developers, and other stakeholders. The Tsunami Portal ConOps will be used to generate a high level system specification that will ultimately be captured in a Tsunami Portal Requirements Document (RD). 

This document contains the following sections:
· Section 1, Scope, describes the approach used to develop the Tsunami Portal ConOps.
· Section 2, References, lists the reference documentation that was used as a basis to create this ConOps document.
· Section 3, Current NOAA Tsunami Web Sites, describes the current web systems employed by the WCATWC and PTWC.
· Section 4, Justification for and Nature of Changes, discusses the justification for and the nature of changes.

· Section 5, Concepts for the Proposed System, discusses proposed system concepts.
· Section 6, High Level Functional Requirements, lists the reference documentation that was used as a basis to create this ConOps document.
· Section 7, High Level Functional Requirements
· Section 8, User Classes and Modes of Operation

· Section 9, Impact Considerations

· Section 10, Definitions

1.2.1 Approach.

This document was developed by employing the concept analysis approach. This approach is the process of analyzing a problem domain and an operational environment for the purpose of specifying the characteristics of the proposed system from the end user’s perspective.  This approach is useful for clarifying, resolving, and reconciling vague/conflicting needs and wants, and conflicting opinions. 

The “as-is” systems were reviewed to identify their shortcomings. Through this analysis, the requirements for the “to-be” system were derived. 
1.2.2 IEEE Standard.

This document was developed by using IEEE Std. 1362-1998, IEEE Guide for Information Technology-System Definition-Concept of Operations (ConOps).

1.3 System Overview 

The Tsunami Portal at tsunami.gov will provide a single authoritative source for tsunami products and information issued by both tsunami warning centers (TWCs) and other NOAA Tsunami Program entities. Users of the Tsunami Portal will be able to locate key tsunami information without having to deal with the current array of tsunami pages. 

Tsunami data products, graphics, and information from the WCATWC, the PTWC, and other sources will be presented in a seamless fashion. Information on the Tsunami Portal will be packaged and structured in a manner that is intuitive to individual users and that consistently reflects the NOAA/NWS corporate identity.

The Tsunami Portal will be a Vertical Portal. Vertical portals provide access to a variety of information and services focused on a particular area of interest (in this instance tsunamis).

The Tsunami Portal will be a “Generation Two” portal as defined by the Gartner Group
.  

According to Gartner, Generation Two Portals provide:

1. A robust application execution environment (e.g., portal components run on an application server);
2. Powerful, flexible application development tools;
3. A robust application integration framework;
4. Enterprise-class capabilities (redundancy, automated failover, load balancing and management tools);
5. Collaborative features;
6. Mobile/wireless support; and
7. More robustness than in the Generation-One functionality.
Each center will be able to asynchronously “push” data and products to the Tsunami Portal. Digital signatures and encryption will be employed to ensure that no third-party can tamper with product data.
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Figure 1. High level flow of data 
Critical products (i.e., any product directly related to a Tsunami event), will be pre-processed, so that they can be served as a “static” resource
. This will ensure that the product is only created once, and that the server will not become overwhelmed during a major event.

Where possible/applicable, network traffic will be compressed using GZIP. This will conserve bandwidth and allow web pages to load faster on client machines.
2. References 
2.1 Standards and Guidelines
· Shneiderman Ben, et al., Research-Based Web Design & Usability Guidelines, U.S. Department of Health and Human Services, 2006. 

Available at: http://www.usability.gov/
· Categorization of Government Information (CGI) Working Group U.S. Federal Interagency Committee on Government Information, Requirements for Enabling the Identification, Categorization and Consistent Retrieval of Government Information, 2004.



Available at: http://www.cio.gov/documents/ICGI/CGI-Requirement-040805.doc
· Recommended Policies and Guidelines for Federal Public Websites


Available at: http://www.cio.gov/documents/ICGI/ICGI-June9report.pdf
· W3C. Web Content Accessibility Guidelines.



Available at: http://www.w3.org/TR/WAI-WEBCONTENT/
2.2 Additional Documentation
· Gartner Group, (Gartner Portals Paper), SPA-11-7034, 29 September 2000

· Collins Heidi, Enterprise Knowledge Portals, ISBN 0814407080, AMACOM/American Management Association
· Common Alerting Protocol (CAP), http://www.incident.com/cap/
· Tsunami Warning Markup Language (TWML), http://nicta.com.au/__data/assets/pdf_file/0007/7567/TsunamiWarningML-V10.pdf
· GeoRSS, http://www.georss.org/
· WCATWC Operations Manual

· PTWC Operations Manual

2.3 Web Sites

· WCATWC: http://wcatwc.arh.noaa.gov
· PTWC: http://www.prh.noaa.gov/ptwc/
· NOAA: http://www.tsunami.noaa.gov/
· NCTR: http://nctr.pmel.noaa.gov/
· NTHMP: http://nthmp.tsunami.gov/
· NDBC: http://www.ndbc.noaa.gov/dart.shtml
· NOAA Tides and Currents: http://tidesandcurrents.noaa.gov/
· NGDC: http://www.ngdc.noaa.gov/hazard/tsu.shtml
· ITIC: http://ioc3.unesco.org/itic/ 
· Tsunami Ready: http://www.tsunamiready.noaa.gov/
· NOAA Weather Radio: http://www.weather.gov/nwr/
· NOAA Laboratory for Satellite Altimetry: http://ibis.grdl.noaa.gov/SAT/SAT.html
3. Current NOAA Tsunami Web Sites
3.1 Background, Objectives, and Scope of Current Sites

The WCATWC, PTWC, and other NOAA Tsunami Program members operate public web sites to publish information and products related to tsunamis. These web sites are currently operated and controlled independently.  The TWC web sites and other NOAA tsunami web sites provide dynamic, real-time warning information. 

The primary objectives/goals of the TWC web sites:

· Provide the public and emergency managers an easy way to access tsunami event products in a timely fashion.

· To provide various documents, brochures, information, and data of interest to the public and the tsunami community

While each TWC publishes similar information and graphics, there are major differences between the two tsunami web sites.

In addition to the TWCs, several other NOAA Tsunami Program sites contain tsunami information.  This can cause difficulty for the general public when trying to find the proper tsunami warning information in a hurry.  A centralized NOAA tsunami web site (tsunami.gov) which provides clear, real-time warning information and links to other tsunami information will help alleviate the potential confusion.

3.2 Operational Policies and Constraints

NATIONAL WEATHER SERVICE INSTRUCTION 60-101 
Technical and Content Requirements for Internet Servers 
Standard Web Page Layout
http://www.nws.noaa.gov/directives/sym/pd06001001curr.pdf 

NATIONAL WEATHER SERVICE INSTRUCTION 60-102 
Technical and Content Requirements for Internet Servers 
Content Requirements
http://www.nws.noaa.gov/directives/sym/pd06001002curr.pdf 

NATIONAL WEATHER SERVICE INSTRUCTION 60-103 
Technical and Content Requirements for Internet Servers 
RSS Feed Requirements and Specifications 
http://www.nws.noaa.gov/directives/sym/pd06001003curr.pdf
NATIONAL WEATHER SERVICE STANDARDS DESCRIPTION DOCUMENT

KML/KMZ – Keyhole Markup Language

http://www.weather.gov/cio/policy/documents/Keyhole%20Markup%20Language.pdf

Requirements/Guidelines for all Department of Commerce and NOAA web sites:

http://www.osec.doc.gov/webresources/doc_web_policies_best_practices.htm
3.3 Description of the Current Environment
WCATWC 
The WCATWC web pages are currently hosted on a Linux server running the Apache Web Server - Apache/2.0.46 (Red Hat) at the Alaska regional headquarters. Files and objects are typically transferred to the ARH server via File Transfer Protocol (FTP).   

Akamai caches the WCATWC web pages, so that they are served from the Akamai edge servers. By caching the WCATWC web pages, Akamai helps prevent the ARH server from being overwhelmed by a large number of concurrent requests (as may happen during a major event).

Objects normally are transferred by operational software running at the WCATWC (typically during an event), or manually using an FTP client.

A mixture of PHP (server side scripting language), XML, HTML, Java, CSS, and JavaScript are employed to render the WCATWC web pages.

Maps are generated using either the Open Source OpenMap java package, the WCATWC EarthVu GIS, or with the Generic Mapping Tools (GMT) package.
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Figure 2. WCATWC Web Page

PTWC

The PTWC web pages are currently hosted on a Linux server running the Apache Web Server (Red Hat)  at the Pacific Region Headquarters in Honolulu.  Files and objects are typically transferred to the PRH server via Secure File Transfer Protocol (SFTP) from operational software running at the PTWC.

The PTWC web pages receive their dynamic content from geographical information imbedded within the PTWC’s GeoRSS-enabled RSS feeds.  Each RSS feed corresponds to one of PTWC’s Areas of Responsibility (AoR), and these are separated by tabs in the PTWC website user interface.
A mixture of PHP, XML, HTML, CSS, and JavaScript are used to render the PTWC pages.

All maps are pre-generated using the Generic Mapping Tools (GMT) package.  When a user tries to view a web page for a given tsunami message, server-side PHP scripts find the map for the region of interest and overlay symbols and text specific to the event before outputting the resulting image to the web page.

The USGS QDDS (Quake Data Distribution System) runs on the PRH server to maintain an updated list of current earthquake information.  The PHP scripts driving PTWC web pages read the QDDS logs in order to associate specific tsunami messages with earthquake information issued by the USGS.  Links to more earthquake information on a USGS web page are then provided to PTWC web site users.
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Figure 3. PTWC Web Page

3.4 Modes of Operation

With the current web pages, some content is generated by operational software, while some of the content is generated manually. There is much room for more automated/programmatic generation of content.

3.5 Support Environment

TWC web site support is provided by the appropriate regional headquarters.
4. Justification for and Nature of Changes

The following subsections describe the proposed system in terms of justifications for changes, the nature of the desired changes, and priorities among changes.

4.1 Justification for Changes

The Tsunami Portal will primarily address the following issues with the current set of web pages:

· End User Concerns

· Unified view 

· Ease of Navigation

· Consistency

· Development/maintenance

· Decrease/eliminate duplication of effort

· Availability and Scalability

· Failover/web-site availability

· Better end user support/capabilities

· Increase services/functionality for Emergency Community

End User Concerns

The current array of NOAA tsunami web sites can leave a user frustrated due to the number of sites and different format and content of the sites.  According to Gretjack, “Information should NOT be presented in a manner that reflects a particular fiefdom; it should be packaged and structured in a way that’s intuitive to each individual user and that consistently presents the organization’s identity”

The Tsunami Portal, will provide a unified view of critical tsunami information, in a format that the user can easily navigate. One of the strengths of a portal is to provide a unified view to the end user, while masking any complexity in the back-end legacy system(s).
The Tsunami Portal – tsunami.gov - will be THE authoritative source of tsunami information on the web. 

Development and Maintenance

Another issue is duplication of effort. Each tsunami web page has been developed differently (from scratch), by different organizations, using different technologies. This leads to extra effort and potential conflict of information.  When information is in different, decentralized systems, tsunami web content can easily become outdated or inconsistent.   

The Tsunami Portal will provide a centralized location for tsunami information. Functionality can be developed one time, so that the entire NOAA Tsunami Program can leverage it.

Availability and Scalability
The current TWC web sites are hosted on a single server at their respective regional headquarters (RH). There are two primary problems with this arrangement:

1. There are no failover capabilities. If the web server at the RH has a failure, then the TWC has lost its web presence. 

2. By having a single web server in an earthquake prone location, if a major earthquake were to strike, again the TWC could lose its web presence at a time when a web presence would be required the most. 

Given the critical nature of the tsunami web presence, the web servers need to have failover capability to ensure that any hardware/software failures do not result in a service outage.

Additionally, servers hosting the Tsunami Portal must be located in geographically different locations. This way, if a major event disables a web server in one region, the geographically remote servers will continue to service requests.

Better end user support/capabilities

Generation two functionality vs. generation one functionality is required. Some basic functional requirements for the portal are listed in Section 4.2.  The enhancements will better serve the tsunami community.

4.2 Description of Desired Changes

· System Process Changes: To support a seamless look and feel for real-time warning information, both TWCs will need to transmit data and objects to a common web server. These data transmissions will need to support the notion of asynchronous transmissions (i.e., each TWC needs to be able to send data, independent of the other TWC – see Figure 1 of this document). 

· Interface Changes: To update the Tsunami Portal with event information, each TWC will consume a web service that will be resident on the Tsunami Portal. Data will be passed to the web service as XML. It is possible that CAP XML or TWML could be used as the XML dialect. The XML documents sent from each TWC will be digitally signed, to prevent tampering/spoofing by any third party.
· Support Changes: The Tsunami Portal will be replicated in geographically remote locations to ensure continuity-of-operations. Additionally, fail-over capabilities must be provided in the hosting/support environment to ensure that the end user can continue to access Tsunami information in a timely manner, regardless of software/hardware failures in the hosting environment.
4.2.1 Processing System Attributes

· Infrastructure Independence: An architecture that allows the preservation of content independent of any specific hardware and software that was used to produce that content. Any code developed needs to be platform independent.

· Modularity: Ability to plug-in components that can be replaced with minimal impact to remaining components as workloads and technology change.

· Scalability: Capable of accommodating growth and managing different sizes of repositories and ever increasing volumes of content.

· Extensibility: Be able to handle additional types of content over time. Not limited to specific content types that exist today.

· Flexibility: Enable the Tsunami Program to tailor content-based services to suit customers’ needs and to enable the TWCs to implement progressive improvements in business processes and content over time.
4.2.2 Proposed System Capabilities

· Provide a unified view of real-timeTWC event information and objects and other NOAA Tsunami Program information.

· End user customization: Define what is displayed – Individual users can have settings for each of the portal functions that they use and the ability to tailor the content that they are interested in seeing. While we talk about providing a unified view between the WCATWC and PTWC, there are some users that will want a particular view (e.g., some Alaskan communities may NOT want to see information from PTWC, similarly there are users who will NOT want to see information related to the WCATWC AoR).

· Collaboration: Work with emergency manager communities (and others) synchronously and asynchronously. Collaboration functions enable a group of users to work together to share information and ideas. Collaboration includes electronic interactions among users in different physical locations in real time (synchronous – e.g. chat rooms, instant messaging) and at different times (asynchronous – e.g., blogs, wiki’s, e-mail, etc).

· Alerts – Notify about Events or Changes – an alert is a notification of an event or change based on one or more conditions involving single or multiple information or application sources. These notifications can be delivered within a portal as well as other mechanisms such as e-mail, wireless device, short-message-service (SMS), etc. Furthermore, the user should ultimately be permitted to apply some granularity to alerts (i.e., “I only want an alert, if the magnitude of the quake is greater than 5.9”, “I only want an alert if a warning/watch/advisory is issued for my ZIP code”, etc). 

· Subscriptions/Self-Service Options. Rather than the TWC’s maintaining contact lists, etc for the emergency managers – these functions can be pushed back out to the emergency manager community. This will help ensure the timeliness and accuracy of the Emergency Manager contact database.  The preferred method of self-subscription for the general public today is with XML feeds, most typically RSS, Atom, and KML.  CAP and TWML feeds can provide more detailed information for emergency managers.

· Machine-to-Machine interfaces.  A portal is a door-way to a unified view of information and services. The consumer of these services and information may well be another machine. FEMA, DHS, DoD, other Federal Agencies, State and local agencies, and foreign governments are actively pursuing ways to have information directly sent to their own systems, rather than having human interaction. The Tsunami Portal should have a web-service that partners can consume to obtain the information that they need, when they need it, without human intervention.

· Distribute News.  Currently both TWCs primarily focus upon dissemination of event information – however, there should also be a mechanism to disseminate news that is relevant to the tsunami community at large. This news distribution could also be used as part of the NOAA Tsunami Program out-reach activities.

· Increased automation – Identify those web pages/content that are currently being generated manually and seek ways to fully automate content generation (e.g., WCATWC “Recent Tsunami” web pages). 

· Support more output media. For example, SMS/MMS, podcasting, and XML feeds such as RSS, Atom, KML/KMZ, CAP, and TWML. 

4.3 Priorities among Changes
The highest priority (and the hardest to achieve), will be to implement some basic initial functionality with a unified view between the TWCs and other elements of the NOAA Tsunami Program.

The other proposed changes can be prioritized as desired by the Tsunami Program. These changes can then be added to the Tsunami Portal over a series of iterations. 

4.4 Changes considered but not included

N/A
4.5 Assumptions and Constraints

4.5.1 Assumptions

The Tsunami Portal, where possible, will use Open-Source and COTS (commercial, off-the-shelf) packages vs. developing everything from scratch. Some parts of the portal may need to be coded locally, but the emphasis is on employing third-party software when possible.  
4.5.2 Constraints
The Tsunami Portal will need to comply with Section 508 and any other applicable regulations/laws.  

HTML, XHTML, CSS, and other web elements will be validated, to ensure correct syntax and function. 

Web site needs to have 24x7x365 availability.

Page downloads should not exceed 10 seconds. 

5. Concepts for the Proposed System
The following subsections describe the concepts of the proposed system with respect to its background, objectives, and scope.

5.1 Background, Objectives, and Scope of the New System
A high level system overview has been provided in Section 1.3, System Overview. Goals and motivation for the new system are discussed in Section 3.1.2, Motivation for a New System.
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Figure 4. Reference Model

When each TWC needs to send data to the server farm, that data will be in the form of an XML document.  

XML is a simple, standard, and self-describing way of encoding text and data
 so that content can be exchanged across different hardware, operating systems, and applications, with little or no human intervention. 

The major advantages to XML are:

Simplicity - XML is easy to read and understand. It is also easy to process.

Open - XML is a W3C standard and has been adopted by industry and government.

Extensible – XML can “grow” as required

Self-Describing – XML documents contain meta-data in the form of tags and attributes that describe the data. 

Separation of content from presentation – XML tags describe the meaning – not the presentation. Using an XSL style-sheet, the data can be presented in any number of ways (e.g., HTML, PDF, MS WORD, different XML, etc). The format of an XML document lends itself to various transformations.

Multiple Data Types – XML documents can contain any type of data (e.g., graphics, video, files, etc).

Wide Industry Support – XML has been widely adopted/accepted by both industry and government
Communications between the TWCs and the web server will employ the SOAP protocol. SOAP defines the use of XML and HTTP to access services, objects, and servers in a standard platform-independent manner. SOAP helps promote notions of modularity and loosely-coupled interfaces.

5.2 Operational policies and constraints

The proposed Tsunami Portal system will be policy neutral so that it can support current NOAA Tsunami Program policies and any changes that are expected to emerge over time.

Constraints as currently known that could impact system architecture or major system components are:

· Design and implementation will be platform/vendor neutral

· System will employ off-the-shelf software and components when possible

5.3 Description of Proposed System

[image: image6.png]Data send

Data send X
Geographic remote server




Figure 5. Data flows for WCATWC and PTWC
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Figure 6. Portal Architecture

6. High-Level Functional Requirements

6.1 High-Level Features

· Content Management System (CMS)

· Journals

· Document Libraries

· Image Galleries

· Tagging

· Generation 2 Portal functionality, as described in Section 4.2.2.
· Role based access and Single Sign-on

· Collaborative learning (outreach, schools, etc)

· Workflow/Collaboration 

· Chat and message boards
· Wikis
· Document Repository

· Blogs for knowledge sharing

· Federated Search (easier to find things)

· Pluggable/extensible architecture

· Functionality can be extended by creation of Portlets (standards based JSR 168)

· Other languages can be supported (e.g., Python, Ruby, etc)
· Personalization/Customization of content

· Personal Communities (outreach, teachers, emergency managers, etc)

· Shared Calendars

· WebCasting

· Localization (users in Hawaii, see times in Hawaiian time, Alaska - Alaska time, Seattle – Pacific time etc – no need to be stuck with Zulu time). Time will match the users’ locale.

· Interfaces. 

· Initially the primary interfaces will be between the TWCs and the tsunami portal.  As the TWC generate products in response to events, this event data will need to be communicated to the tsunami portal. The communication will take place using SOAP. Event data will be transmitted as XML. Possibly the event data can be sent as a CAP XML or TWML document (see figure 1, this document).
· Eventually, other non-NOAA tsunami warning centers might want to submit messages and other content to the tsunami.gov web portal, so it will need to be flexible enough to handle their information formats.

· Future interfaces may employ an interface pattern such as publish-and-subscribe.
6.2 Additional Features

Extensibility is extremely important. Portal solution must provide support for a standards based pluggable architecture. This will allow additional tailored functionality to be introduced to the portal in a modular fashion while minimizing impact on existing content. 

Typically this can be achieved by using something like the Java portlet specification (JSR-168).
6.3 Requirements Traceability

TBD.

7. High-level Operational Requirements

7.1 Non-functional Requirements

· Performance
The tsunami portal must be able to handle millions of requests on a daily basis. During a major tsunami event, people throughout the world will be accessing the tsunami portal. The tsunami portal must continue to be responsive during these spikes in activity.

Average page load times should not exceed 10 seconds, assuming a 56/KBPS baud modem (worst case) is being used
.

The tsunami portal must be available on a 24x7x365 basis.

If a TWC sends a document or message to a tsunami portal instance, this document or message must be propagated to the other tsunami portal instances in 2 seconds or less (see “System survivability” below). These messages/documents have the potential to be extremely time sensitive.

A web stress tool such as neotys
 or loadrunner
 should be employed to ensure that the tsunami portal remains responsive
· Accessibility
The web pages presented to the user community must conform to the Section 508
 accessibility guidelines. This can be accomplished by providing support for a “Section 508 theme”.  Since generation 2 portals are customizable, end users can select and use different themes (each theme or “skin” has a different look and feel).
· Portability
Open standards and open technologies will be employed to help ensure the maximum portability and to avoid vendor “lock in”.

Any code developed locally will be developed in a portable fashion – vendor unique functionality will be avoided.

· Security
Where applicable, a Secure Sockets Layer (SSL) will be employed (e.g., passwords and any other sensitive data will not be transmitted in plain text across the network – these data items will be encrypted).

Documents and messages (e.g., e-mail) to/from the TWCs will be digitally signed. This signature can be used to:

· Authenticate the identity of the sender of the document or message.

· Can be used to ensure that the original content has not been tampered with.

Web Service(s):

· Policy management and access decisions will be controlled with XACML (eXtensible Access Control Markup Language).

· SAML (Security Assertion Markup Language) will be used for authentication and authorization

· System survivability
Concurrent instances of the tsunami portal will be operated in multiple geographically remote sites. Each instance will be a mirror of the other. Any change to one instance will be automatically propagated to the other instances/mirrors of the tsunami portal.

Automated “fail over” procedures will be employed. In the event that an instance of the tsunami portal fails, the user request will be automatically re-directed to another instance of the tsunami portal.

7.2 Deployment and Support Requirements

· Existing web site content and data from both TWCs, tsunami program web sites (e.g., NTHMP, TR) and various NOAA web sites will need to be identified and ported to the tsunami portal. This process can be performed incrementally. Initially, links back to the original content can be embedded in tsunami portal content. Over time, the content can be migrated to the portal. Once migration is complete, the original web site can be retired.  When the tsunami portal goes “live”, all new content will be hosted on the tsunami portal (i.e., no new content/updates applied to the original web site(s)).  NOTE: Not all NOAA web sites will be ported to the portal. Where appropriate some web sites will be represented on the portal by a link and users can “click through” to the backend web site. Where possible, these exceptions should be limited though, since the goal after all is to consolidate tsunami information.
· For some software program
 changes, there will need to be good coordination processes.

· The organization hosting the tsunami portal will need to have support personnel available on a 24x7x365 basis. Support needs to be provided through a help desk. The tsunami portal cannot be reliant upon one or two individuals who may, or may not be available.

· The supporting organization will need to create secure shell accounts for NOAA entities hosting content on the tsunami portal. Content will be transferred to the tsunami portal using either using rsync (preferable) or SFTP.

· The supporting organization needs to provide a testing “sand-box” that exactly mirrors the production environment. Programmatic changes to the portal will be performed in the “sand-box”. Once changes are demonstrated to be successful through testing in the “sand-box”, then they can be scheduled for release to the portal.

· The supporting organization should have a trouble ticketing system, so that issues reported can be tracked.

· If a server fails, the TWCs and other stakeholders need to be notified as soon as possible by the supporting organization, once the outage is detected.

· Scheduled (i.e., known) outages need to be coordinated with the TWCs and other stakeholders at least 24 hours in advance.

7.3 Configuration and Implementation

Operational policies and constraints that affect the proposed new system are identified in section 3.2 and section 5.2 of this document.
7.4 System Environment

The tsunami portal will likely be hosted on the NWS Server Farm. This environment needs to provide support for PHP, J2EE,  MySQL, Ruby, Python, Apache Velocity and any other products that are identified by the NOAA Tsunami Program. Open Source Enterprise Portal software, such as Liferay
 may be employed.
8. USER CLASSES AND MODES OF OPERATION

8.1 Classes/Categories of Users

Initially the following classes of users are expected:

· Guest – These are general users who have not registered with the portal. Typically these users will have access to a good 80%-90% of the portal functionality. These users will have limited customization options, read-only access to bulletin boards, etc. Any guest that registers becomes a regular-user. NOTE: registration consists of selecting a portal user name and password – no personal identifying information is required. If a regular-user desires update notifications and tsunami-watcher bulletins, then they will have to provide a valid e-mail account. 

· Regular-User – These are end users that have created a tsunami portal account. These users will have access to all the guest functions and will be able to post items to the bulletin board
. Possibly, users that would normally register would be individuals involved in outreach activities, teachers, etc.

· NOAA Employees – These users will have all the same access rights as guest users, but will also have access to certain areas on the portal that are not open to the general public at large.

· Power-Users – These users are selected NOAA Tsunami Program stakeholders. These users have the most power in the system. There are no restrictions on these users.

· Emergency Managers – This class of users is a special case. Access to this group will be controlled by the TWCs. Unlike the general public at large, this group WILL provide contact information.

This group will have access to various collaboration suites that are not generally accessible by the public at large and will include certain NOAA personnel such as coastal Warning Coordination Meteorologists, regional tsunami program leads, and the NOAA tsunami program staff. NOTE: Emergency Managers will need a different privacy policy, than the general public at large.

· Focal Points – This class of users includes the designated tsunami warning focal points in the countries served by the tsunami warning systems.  This group will provide contact information, which in turn is sync’ed into the TWC operational software for tsunami message dissemination purposes.  The information will need to be closely coordinated with the efforts of the International Tsunami Information Centre (ITIC).  International stakeholders will need to decide whether the NOAA tsunami.gov portal or ITIC ultimately becomes the manager of this contact information.

NOTE: registered users can choose, at any time, to delete their registration with the tsunami portal.
8.2 User Classes Mapped to Functional Features

TBD.
8.3 Sample Operational Scenarios

TBD.

9. Impact Considerations

9.1 Operational and Organizational Considerations

Some modifications will be required to existing TWC software systems. The bulk of the changes will be in the message generation code.  Instead of using (S)FTP, a combination of rsync and a web services client will be used.  Operational systems will be thoroughly tested prior to implementation.
9.2 Potential Risks and Issues

Communication and coordination will be a key element in mitigating risk. Good communication and coordination are vital if the tsunami portal project is to be successful.  Procedures will be developed to coordinate programmatic changes.
Additional manpower will be required to ensure that the tsunami portal gets fielded in a timely manner. 
TWC staff and stakeholders will require training on portal administration.
Some constraints on this solution may be imposed by the server farm hosting the tsunami web portal (e.g., the NWS Server Farm). 

At this stage, it is not clear if the NWS Server Farm currently has the manpower or the expertise to support the tsunami portal. A small proof of concept may help clarify this situation.

The branding on the tsunami.gov portal may need to reflect that of NOAA rather than NWS given that many NOAA elements will have a presence on the tsunami.gov portal.
10. Definitions
10.1 Acronyms
	ACRONYM
	DEFINITION

	
	

	AoR
	Area of Responsibility

	Atom
	A popular form of XML web feed

	CAP
	Common Alerting Protocol

	DHS
	Department of Homeland Security

	DoD
	Department of Defence

	FEMA
	Federal Emergency Management Agency

	FTP
	File Transfer Protocol

	GeoRSS
	Geographically Encoded Objects for RSS feeds

	GEOSS
	Global Earth Observation System of Systems

	GIS
	Geographic Information System

	GTS
	Global Telecommunications System

	HTML
	Hypertext Markup Language

	HTTP
	Hypertext Transfer Protocol

	IEEE
	Institute of Electronics and Electrical Engineers

	ISO
	International Organization for Standardization

	IT
	Information Technology

	ITIC
	International Tsunami Information Centre

	KML
	Keyhole Markup Language

	MMS
	Multimedia Messaging Service

	NCTR
	NOAA Center for Tsunami Research (formerly known at the Pacific Marine Environmental Laboratory)

	NDBC
	National Data Buoy Center

	NGDC
	National Geophysical Data Center

	NIST
	National Institutes of Standards and Technology

	NOAA
	National Oceanic and Atmospheric Administration

	NWS
	National Weather Service

	NWW
	NOAA Weather Wire

	OASIS
	Organization for the Advancement of Structured Information Standards

	PHP
	Hypertext Preprocessor

	PMEL
	See NCTR

	PTWC
	Pacific Tsunami Warning Center

	QDDS
	Quake Data Distribution System

	RSS
	Really Simple Syndication, a popular form of XML web feed

	RSYNC
	Remote Synchronization

	SAML
	Security Assertion Markup Language

	SFTP
	Secure File Transfer Protocol

	SMS
	Short Message Service

	SOA
	Service Oriented Architecture

	SOAP
	Simple Object Access Protocol

	TWC
	Tsunami Warning Center

	TWML
	Tsunami Warning Markup Language

	USGS
	United States Geological Survey

	WCATWC
	West Coast and Alaska Tsunami Warning Center

	XACML
	eXtensible Access Control Markup Language

	XML
	eXtensible Markup Language


NOTE: The technical terms used in this document are defined in IEEE Std 610.12-1990, IEEE Standard Glossary of Software Engineering Terminology
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� Gartner Group, SPA-11-7034, 29 September 2000


� Client side scripting can be used, in some instances to support interaction with the end user.


� Chris Gretjack, "Unifying the Extended Enterprise", E-Vision Report from Broadvision, Inc.


� Note: Binary objects, such as pictures, can be represented in an XML document with base64 encoding.


� See � HYPERLINK "http://www.uie.com/articles/download_time/" ��http://www.uie.com/articles/download_time/� for comments by web usability expert Jakob Nielsen


� � HYPERLINK "http://www.neotys.com/?_kk=server%20apache&_kt=35133c6e-0b7c-4c40-905f-a4e114dcd145&gclid=CI3szcvkrJICFRFBFQodHwefRw" ��http://www.neotys.com/?_kk=server%20apache&_kt=35133c6e-0b7c-4c40-905f-a4e114dcd145&gclid=CI3szcvkrJICFRFBFQodHwefRw�


� � HYPERLINK "https://h10078.www1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp=1-11-126-17%5E8_4000_100__" ��https://h10078.www1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp=1-11-126-17%5E8_4000_100__�


�  � HYPERLINK "http://www.section508.gov/" ��http://www.section508.gov/�





� Software changes would involve changes to the TWC systems, portlets etc vice content


� http://www.liferay.com/web/guest/home


� Boards can be moderated. Posts can be reviewed before being published.
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